METHODS, SYSTEMS, SIGNALS AND MEDIA FOR ENCOURAGING USERS OF 
COMPUTER READABLE CONTENT TO REGISTER 



BACKGROUND OF THE INVENTION 

1. Field of Invention 

This invention relates to user registration of software and more particularly to methods, systems, 
signals and media for encouraging users of computer readable content to register with a server. 

2. Description of Related Art 

With the proliferation of computer readable content for sale such as software applications, music, 
data or movie files, for example, available for purchase on computer readable media such as a 
CD- ROM®, or a DVD® or floppy disc, or available for download via an Internet connection 
with a web server, unauthorized access and copying of computer readable content has become 
more and more widespread. Cxnrently a computer user attempting to gain access to locked 
content such as on a CD- ROM® , must make live contact with the content owner or licensor and 
must purchase or license a key to access the content. This is inefficient and does not restrict the 
user from making use of the application on other computers or from providing the key to others 
to the detriment of the content owner. What is needed therefore is a more robust way to ensure 
that a person accessing the computer readable content is authorized to do so. In particular, it 
would be advantageous to have a way to restrict access to the content so that it can only be 
accessed from a single user*s computer. This would effectively prevent unauthorized access to 
the content even if large numbers of copies of the work are distributed without control. 



SUMMARY OF THE INVENTION 

The present invention addresses the above problem by providing a method for encouraging users 
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of computer readable content to register. The method includes embedding in the computer 
readable content, instruction codes operable to direct a processor circuit to automatically establish 
a connection to a server, when the content is in use by the processor circuit. The instruction codes 
are operable to direct a processor circuit to transmit registration information to the server and 
operable to control further use of the content by the processor circuit in response to a key received 
from the server. 

The method may also include storing the computer readable content and the embedded instruction 
codes on a stationary or portable memory medium, and providing the computer readable content 
and the embedded instruction codes for use by a user computer. 

The method may also include embedding a self-executing apple in the computer readable content, 
and producing the apple such that the apple contains the instruction codes. 

In accordance with another aspect of the invention there is provided a method for encouraging 
users of computer readable content to register. The method includes providing to a user computer 
the computer readable content and instruction codes embedded in the computer readable content 
The instruction codes are operable to direct a processor circuit of the user computer to 
automatically estabUsh a connection to a server, when the content is in use by the user computer, 
to transmit registration information to the server and operable to control further use of the content 
by the user computer in response to a key received from the server. 

The method may include transmitting the computer readable content and the embedded 
instruction codes to the user computer, on a communications network, and/or providing a 
computer readable medium to a user. The computer readable medium may have stored thereon 
the content and the embedded instruction codes. 
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In accordance with another aspect of the invention there is provided a method for encouraging 
users of computer readable content to register. The method includes executing instruction codes 
embedded in the computer readable content, when the content is in use by a processor circuit, to 

automatically establish a connection to a server to transmit registration information to the server 
and to control subsequent use of the content by the processor circuit in response to a key received 
from the server. 

The method may include causing the instruction codes to be executed when access is made to the 
content by the processor circuit and producing a measure of use of the content by the processor 
circuit, which may further include determining a number of times the content is accessed by the 
processor circuit, and/or determining memory usage of functional descriptive content in the 
computer readable content, and/or determining document usage by functional descriptive content 
in the computer readable content. The method may also include establishing the connection to 
the server when the measure of use exceeds a threshold value, by establishing an Internet protocol 
connection with the server. 

The method may also include launching a browse session with a uniform resource locator 
pointing to a user registration page for permitting a user to enter registration information. The 
method may also include controlling subsequent use of the content by enabling subsequent use 
of the content when the key is received from the server, and disabling further use of the content 
when no key is received from the server. 

The method may also include deleting files produced by fimctional descriptive content in the 
computer readable content, waming a user of the processor circuit that files are about to be 
deleted, maintaining a count of the number of times a waming about deleting files is presented 
to a user of the processor circuit, and deleting files produced by functional descriptive content in 
the computer readable content when the count exceeds a threshold value. 
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In accordance with another aspect of the invention there is provided a method of controlling use 
of computer readable content. The method includes transmitting to a user computer a key 
operable to co-operate with the user computer to deactivate execution of instruction codes 
embedded in the computer readable content at the user computer, in response to receipt of 
registration information from the user computer. 

The method may also include hosting a uniform resource locator pointing to a user registration 
page for permitting a user to provide the registration information to register as a user of the 

computer readable content. The method may also include validating the registration information, 
and transmitting the key to the user computer when the registration information is successfully 
validated. 

In accordance with another aspect of the invention, there is provided a computer readable medium 
on which is stored computer readable content and instruction codes embedded in the computer 
readable content, the instruction codes being operable to direct a processor circuit to 
automatically establish a connection to a server, when the content is in use by the processor 
circuit, to transmit registration information to the server and operable to control further use of the 
content by the processor circuit in response to a key received from the server. 

In accordance with another aspect of the invention, there is provided a data signal comprising a 
first code segment providing computer readable content and a second code segment embedded 
in the first code segment such that the second code segment is rendered operational when the first 
segment is used. The second code segment comprises instructions for directing a processor 
circuit to automatically estabhsh a connection to a server, when the content is in use by the 
processor circuit, to transmit registration information to the server and operable to control further 
use of the content by the processor circuit in response to a key received from the server. 
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In accordance with another aspect of the invention, there is provided a system operable to 
encourage users of computer readable content to register. The system includes a processor 
circuit, a communications interface in communication with the processor circuit for 
communicating with a server, and a receiver for receiving computer readable content with 
instruction codes embedded therein. The instruction codes are operable to cause the processor 
circuit to automatically cause the communications interface to establish a connection to a server 
to transmit registration information to the server, and to control subsequent use of the computer 
readable content by the processor circuit, in response to a key received from the server. 

In accordaace with another aspect of the invention, there is provided a system for controUing the 
use of computer readable content. The system includes a receiver for receiving registration 
information from a user computer, and a transmitter for transmitting to a user computer a key 
operable to cooperate with the user computer to deactivate execution of instruction codes 
embedded in computer readable content at the user computer, in response to receipt of registration 
information at the receiver. 

Other aspects and features of the present invention will become apparent to those ordinarily 
skilled in the art upon review of the following description of specific embodiments of the 
invention in conjunction with the accompanying figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In drawings which illustrate embodiments of the invention. 

Figure 1 is a pictorial representation of a system for encouraging users of computer readable 
content to register, according to a first embodiment of the invention; 

Figure 2 is a tabular representation of portions of an apple to be used in the system shown 
in Figure 1; 

Figure 3 is a flowchart of an invocation portion of the apple shown in Figure 2; 
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Figure 4 is a flowchart of a connection establishment portion of the apple shown in Figure 

2; 

Figure 5 is a flowchart of a key response portion of the apple shown in Figure 2, 

DETAILED DESCRIPTION 

5 Referring to Figure 1, a system for encouraging users of computer readable content to register, 

according to a first embodiment of the invention is shown generally at 10. In this embodiment 
the system includes a computer readable content provider 12, a user computer 14 and a server 16. 
The computer readable content provider 12 provides functional descriptive computer readable 
S content and/or functional non-descriptive content for use by user computers such as user 
1 0 ^f; computer 14. The server 16 provides a registration service for legitimate users of the computer 
y readable content provided by the content provider 12. 

^ In general, functional descriptive computer readable content may include a program such as 

^ Netscape Communicator®, Lotus 1-2-3®, or Microsoft Word®, for example and generally 
describes any computer readable instructions which cause a processor circuit to carry out some 

15 pj designated functionality. Non-functional descriptive computer readable content may include 

pi 

2 music, video, or graphic content, for example and generally describes any conGiputer readable 

a- 

content defining information. 

The user computer described herein may be a conventional personal computer such as shown as 
15, a personal data assistant 18, a Moving Pictures Expert Group Layer-3 (MP3) player 20, or any 
20 other program execution or content using device having a processor circuit for executing 

computer readable instructions or for manipulation of infomiation content. The user computer 
in this embodiment is also operable to establish communications using an Intemet Protocol and 
includes a browse for supporting communications of this type. 

In accordance with one aspect of the invention described herein, the content provider 12 presents 
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a method for encouraging users of computer readable content to register, involving embedding 
in the computer readable content, instruction codes operable to direct a user computer 14 to 
automatically establish a connection to the server 16, when the content is in use by the user 
computer 14, to transmit registration information to the server 16 and operable to control further 
use of the content by the user computer 14 in response to a key received from the server 16, such 
that the instruction codes are automatically executed by the user computer 14 when the computer 
readable content is used by the user computer 14. 

Effectively, the content provider 12 writes records, or otherwise acquires computer readable 
content it intends to provide to users. The computer readable content 24 might be of the type 
which is distributed to users by sale, in stores, on portable computer readable media such as a 
floppy disk, CD-ROM 22, or DVD® for example, or by distribution of the content using an IP 
protocol network such as the Intemet. However, prior to finalizing the content for distribution, 
or during development of the content, for example, instruction codes 26 are embedded therein. 
This may be accompHshed by incorporating the instruction codes 26 into an apple, such as a self 
executing Java® apple embedded in the program such that the apple is automatically executed 
when the content is executed, if it is functional descriptive content or such that the apple is 
automatically executed when the content is accessed, if it is non- functional descriptive content. 
The content and embedded apple can then be burned onto a CD-ROM 22 or recorded on a floppy 
disk, for example, or may be made available for distribution on a communications network such 
as an IP protocol network operating as an intranet, or intemet, for example. In general, any of the 
aforementioned modes of distribution may be used to provide to a user computer the computer 
readable content 24 and instruction codes 26 embedded in the computer readable content 24. 

Once the content 24 with embedded instruction codes 26 is received at the user computer 14, the 
content may be rendered operational by executing a setup or run program, for example, where the 
user computer is a personal computer 15, for configuring the operating system of the personal 
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computer to respond to the content. The use of setup or run programs for rendering programs 
operational in personal computers is well known and therefore not described further here. 

If, for example, the content 24 is provided to the user on a CD-ROM 22, the user inserts the 
CD-ROM 22 into a receiver, such as a media reader 27 the user computer 14 and performs the 
usual operations to invoke the program. This may include, for example operating a user input 
device at the user computer to execute a run command offered by the operating system of the user 
computer 14. In this embodiment, the operating system may generally be any operating system 
which has a Java® Virtual Machine that supports Java® applets, where the instruction codes 
according to this embodiment are provided as a Java® apple. Alternatively, specific versions of 
the instruction codes may be provided in languages such as C or C-H-, where the operating 
system does not support Java®. The operating system may be Windows 98® for example, in 
which case execution of the run command invokes the Microsoft program utility which will load 
the content and embedded apple into operational memory for execution and use by a processor 
circuit 28 of the user computer 14. The program utility also launches any functional descriptive 
content, e.g., any program, causing it to be executed by the processor circuit 28 and also launches 
the instruction codes 26 for simultaneous execution by the processor circuit. Effectively, by 
launching the instruction codes 26, the user computer 14 executes instruction codes embedded 
in the computer readable content 24, when the content is in use by the processor circuit 28, to 
automatically cause a communications interface 29 at the user computer 14 to establish a 
connection to the server 16 through a communications network 31 such as the Internet, to 
transmit registration information to the server and to control subsequent use of the content by the 
processor circuit in response to a key received from the server. This communications interface 
29 may include an Intemet browse to support such communications, for example. 

In general, whenever the processor circuit 28 is directed by the user to access the content, either 



Docket No. CA920000074US1 



8 



by running the functional descriptive content portion or by accessing a non-functional descriptive 
portion or both, the instruction codes 26 are run. Thus the processor circuit 28 is caused to 
execute the instruction codes 26 when access is made to the content 24 or the content is used. 

Referring to Figure 2, in this embodiment, the instruction codes 26 are provided in an apple 
having four main portions including a measurement portion 30, an invocation portion 32, a 
connection establishment portion 34 and a key response portion 36. The measurement portion 
30 includes instructions for directing the processor circuit 28 to produce a measure of use of the 
content by the processor circuit. In one embodiment, this may involve monitoring the number 
of bytes used in a designated folder maintained by the functional portion of the content. For 
example, if the functional portion maintains a document folder in which docimients produced and 
edited by the user are stored, the measurement portion 30 may monitor the number of bytes 
attributed to this folder to produce a measure of the number of bytes that have been produced in 
response to user activity. 

Alternatively, the measurement portion 30 may count the nvimber of files created by the user in 
a designated folder. Or, a count of the number of accesses to non-functional content may be kept, 
particularly in the case where the non-functional content is music, video, or graphical 
information, for example. 

Referring to Figure 3, the invocation portion of the apple is shown generally at 32, as a plurality 
of blocks of code, each of which serves a function as depicted by corresponding labels associated 
with each block. A first block of codes 42 directs the processor circuit 28 to commxmicate with 
the measurement portion 30 to determine a measure of the use of the content 24 by the user. A 
second block 44 directs the processor circuit 28 to determine whether or not the amount of use 
exceeds a pre-defined threshold amount and if the usage of the program has not exceeded the 
pre-defined threshold, no action is taken. However, if the usage has exceeded the pre-defined 
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threshold, the connection establishment portion 34 shown in Figure 2 is executed. 

For example, if the user has produced more than 5 documents, or if the user has stored documents 
amounting to more than lOOK bytes, of if access has been made to non- functional content more 
than 2 times, where 5, lOOK and 2 are the threshold values, and at least one of these values has 
been exceeded, the connection establishment portion 34 is executed to establish a connection to 
the server 16. It should be appreciated that not all conditions above need be used to determine 
whether or not to proceed to the connection establishment portion 34. Rather any one of them 
or any combination of them may be used depending upon the nature of the content in the 
program. 

Referring to Figure 4 the connection estabhshment portion of the apple is shown generally at 34. 
Effectively, the connection establishment portion 34, where appropriate, checks to see if an 
internet connection is active, establishes an internet protocol connection with the server, launches 
a browse session with the server uniform resource locator stored in the apple pointing to a user 
registration page peraiitting a user to enter registration information and cooperates with the key 
response portion 36 shown in Figure 2 to determine whether or not the user has been sufficiently 
warned of impending deletion of files for failure to register and deletes files where such sufficient 
warning has occurred. 

Referring back to Figure 4, the determination of whether or not the user has been given sufficient 
warning that files will be deleted is made by a first block of instructions 50 which interact with 
a warning counter maintained by the key response portion 36 of the apple. Effectively, as will 
be seen below, the key response portion 36 maintains a count of the number of times a warning 
about file deletion is presented to the user. 



The first block of instructions 50 directs the processor circuit 28 to read the value of the warning 
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counter to determine whether or not the user has been warned a pre-defined number of times. If 
the user has been warned this pre-defined number of times, the processor circuit 28 is directed 
to block 52 which directs the processor circuit 28 to delete the content 24 and any data files 
created by the user, fi*om the operational memory so that the processor circuit 28 is no longer able 
to use the content. Rather, the content would have to be reinstalled to enable it to be used again. 
Execution of the instruction codes 56 is then ended. 

If at block 50 the processor circuit 28 determines that the pre-defined number of warnings have 

not been shown to the user, the processor circuit is directed to continue execution with the 
remainder of the connection establishment portion 34 of the apple. 

The remainder of the connection establishment portion 34 of the apple includes block 54 which 
directs the processor circuit 28 to communicate with a task manger of the operating system to 
determine whether or not a communications session has already been established with at least one 
device, on a communications network. This may be done by using known methods for 
determining whether a browse session is active or pending, for example. At block 56, if a 
communications session has not been established, the processor circuit 28 is directed back to 
block 54. If a commimications session has already been estabUshed however, block 58 directs 
the processor circuit 28 to create an IP connection to a uniform resource locator (URL) pointing 
to a user registration page hosted by the server 16, and to launch a browse session at the user 
computer 14 to permit the user to provide registration information to register as a user of the 
computer readable content. The processor circuit 28 is then directed to the key response portion 
36 of the apple. 

Upon completion of the connection establishment portion 34 the user is presented with a 
registration form from the server 16, prompting the user for information such as user 
identification, computer identification, program media identification, for identifying the CD- 
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ROM 22 on which the content 24 was received, and/or product identification, for example. The 
server 16 thus acts as a web server. 

If, for example, the owner of the content 24 were a provider of music and the content 24 itself 
were simply non-functional content such as an MP3 file, the server 16 or registration service at 
the server may be maintained by web server operated by the owner of the content or perhaps a 
copyright authority such as the American Society of Composers and Performers (ASCAP). 
Furthermore, where the program is provided over a computer network, the server which provides 
the content 24 to the user may also act as the web server to provide for registration. 

When the user enters registration information onto the form presented by the server 16 and 
actuates a Aregister@ button on the registration page, the server receives the registration 
information at a "receiver" 41 of the server which in this embodiment is simply a web server 
interface. The server 16 then executes a program which validates the user registration 
information and, if appropriate, actuates a transmitter 43, which includes a program for 
communicating information fi*om the web server 16 to the user computer, and which transmits 
back to the user computer 14 a key operable to cooperate with the user computer 14 to control 
subsequent operation of the content 24 and in this embodiment that involves deactivating 
execution of the instruction codes 26 embedded in the computer readable content 24 at the user 
computer 14. 

Validating the user registration information may occur in a plurality of ways and the criteria for 
validation may vary widely. For example, simply determining that the user has entered what 
appear to be names and addresses in known formats may be sufficient to validate user registration 
information. Or, an identical match of a user id code with a pre-defined user id code may be 
required. Or user registration information may include credit card information, requiring the user 
to give a credit card number in order to use the program and validation may involve obtaining a 
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charge authorization number from the corresponding credit issuer. In any event, the registration 
information is vaUdated by or for the server 16 and the key is transmitted from the server 16 only 
when the registration information is successfiiUy validated. The key may simply be a code 
recognizable by the instruction codes 26, 

Referring to Figure 5, the key response portion 36 is shown and begins with a block 60 which 
directs the processor circuit 28 to wait in the background while the browse session at the user 
computer 14 facilitating entry of user registration information is active. Effectively block 60 
directs the processor circuit 28 to monitor transmissions from the server 16 to receive the key 
when it is sent by the server 16. Such transmissions may be in a hypertext transfer protocol (http) 
format, for example. 

When a transmission containing the key is received at the user computer, block 60 directs the 
processor circuit 28 to block 62 which causes the processor circuit 28 to deactivate only the 
instruction codes 26, not the descriptive content 24, such that they can no longer be executed, and 
thus, execution of the instruction codes is completed and ended. Deactivation may be achieved 
by deleting the instruction codes 26 from the operational memory or by otherwise inhibiting their 
operation so that they cannot delete the content 24 from operational memory. Thus, subsequent 
use of the content 24 is enabled when a key is received at the user computer 14. 

If at block 60, a key is not received within a designated time period, block 64 directs the 
processor circuit 28 to communicate with the task manager to determine whether or not the 
browse session has been closed. If it has not been closed, the processor circuit 28 is directed back 
to block 60 to continue to wait for the key. 

When the user finally closes the browse session, block 66 directs the processor circuit 28 to open 
a message window to present a warning notice on a display of the user computer 14 to warn the 
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user that files will be deleted if registration is not effected. For example the warning message 
may appear in a window with a red background and black text stating "PLEASE REGISTER 
NOW. FAILURE TO REGISTER WILL RESULT IN DELETION OF THIS PROGRAM AND 
OF THE FILES IT HAS CREATED A. Also in this message window, the user may be provided 
5 with a Aregister@ button causing the processor circuit 28 to be directed back to block 58 of the 

connection estabUshment portion 34 shown in Figure 4 to repeat the connection to the server and 
URL providing the registration page. 

M Referring back to Figure 5, if when presented with the warning message, should the user simply 

O 

Q close the message window, block 68 directs the processor circuit 28 to increment the warning 
10 5^ counter value, which maintains a count of the number of times the warning about deleting files 

|y is presented to the user, for reading by the processor circuit 28 at block SO in the connection 
establishment portion 34 shown in Figure 4 to determine whether or not the program should be 
disabled and the associated files deleted at block 52. A warning may be broadcast to the user 

flJ indicating how many more warnings he/she will receive before file deletion. 

1 5 2 Thus, when no key is received fi-om the server 16 and more particularly when no key is received 
and the user has been warned more than some number of times, the subsequent use of the content 
is controlled and in this embodiment such control is effected by disabling further use of the 
content 24, as provided at block 52 in Figure 4. Other means of control could altematively be 
provided, such as disabling some features of the fiinctional portion of the content 24, for example, 

20 or the content may be encrypted or scrambled by the instruction codes 26, for example. 

It will be appreciated that by appropriate settmg of the warning count threshold and the usage 
threshold, varying degrees of use and tolerance of non-registering users can be accommodated. 
For example, the usage threshold may be set to zero in which case a key would have to be 
obtained each time the user wanted to use the content. Or the usage threshold value may be set 
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quite high to enable a user time to create important documents which are very valuable and which 
he/she cannot afford to lose. 

From the foregoing it will be appreciated that using the invention described herein a user of 
computer readable content 24 is encouraged to register to become a registered user of the 
computer readable content as the consequences of not registering could result in deletion of 
important files and loss of use of the computer readable content. 

While specific embodiments of the invention have been described and illustrated, such 
embodiments should be considered illustrative of the invention only and not as limiting the 
invention as construed in accordance with the accompanying claims. 



Docket No, CA920000074US1 



15 



